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ABSTRACT

Statistical methods are attractive as they offer both speed and
information regarding the number of adversaries around a point.
However, given that robustness analysis frequently depends on
finding rare inputs, a sampling campaign’s bias towards common
inputs can lead such conclusions towards inaccuracy regarding the
number of adversaries at best and false robustness declarations at
worst.
In this work, we investigate the use of symbolic analysis techniques to precisely quantify the confidence of probabilistic arguments about neural networks. Specifically, we use a form of concolic
execution to collect symbolic constraints characterizing the inputs
that would lead to the same activation pattern and decision. We
then use solution space quantification techniques to estimate the
probability mass concentrated around the concrete execution. This
allows us to compute the probability (or likelihood) of executing different paths through the network. The observed activation patterns
are stored in a compact data structure allowing for early rejection
of inputs that bring redundant information. An amplification procedure is adopted for a targeted analysis of the possible decision
space resulting from an observed activation pattern, beyond the
decision taken for the concrete input that initially triggered it.
We implemented our approach and evaluated its effectiveness
in performing robustness analysis for ACAS-Xu, a safety-critical
collision avoidance system for unmanned aircraft control [12]. Our
preliminary experimental evaluation shows that our approach can
provide robustness measures with precise confidence guarantees,
as it is desirable for the analysis of safety-critical systems.

Neural networks are powerful tools for automated decision-making,
seeing increased application in safety-critical domains, such as
autonomous driving. Due to their black-box nature and large scale,
reasoning about their behavior is challenging. Statistical analysis is
often used to infer probabilistic properties of a network, such as its
robustness to noise and inaccurate inputs. While scalable, statistical
methods can only provide probabilistic guarantees on the quality of
their results and may underestimate the impact of low probability
inputs leading to undesired behavior of the network.
We investigate here the use of symbolic analysis and constraint
solution space quantification to precisely quantify probabilistic
properties in neural networks. We demonstrate the potential of the
proposed technique in a case study involving the analysis of ACASXu, a collision avoidance system for unmanned aircraft control.
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INTRODUCTION

Neural networks are used sucessfully in solving many complex
tasks, including applications in safety-critical and mission-critical
domains. Numerous techniques have been proposed to reason about
properties of neural networks [4, 6, 7, 11, 13, 18].
The focus of many current techniques is on the synthesis of
adversarial inputs that fool the network into producing wrong classifications [17]. Specialized tools can provide point-wise adversarial
robustness guarantees [14], but they only check within a limited
region of the input domain. A counter-example to the robustness
check acts as evidence that the network is not robust, but beyond
this there is no further information regarding the number of such
adversaries or probability of such an adversarial input to occur
given a realistic probability distribution over the input domain.
Furthermore, current techniques have trouble scaling to large
networks due to the large input spaces and large number of paths
that need to be analyzed. As a result, probabilistic analysis of neural
networks is often performed using statistical methods [16, 19].

2

APPROACH

The key insight of the proposed approach is the use of solution space
quantification techniques to compute the probability of executing
a path through the neural network. Each path corresponds to a
specific activation pattern – i.e., which neurons get activated when
processing the input.
An activation pattern in a ReLU network can be characterized by
the conjunction of a set of linear inequalities over the input domain,
one for each activated node. Each inequality represents a halfplane
splitting the domain into two parts, and their conjunction defines a
polytope in the input domain. We will refer to this polytope as an
activation condition (AC).
The set of all activation conditions induces a partition of the
input domain. Therefore, determining the activation pattern of
one concrete input allows us to infer information about the entire
equivalence class of inputs satisfying the corresponding activation
condition. In particular, we can use the volume of the AC polytope
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as a measure of how much of the input domain would lead to the
same activation. Furthermore, by adding to AC the constraints
imposed by the logits layer for the desired decision, referred to as
a decision condition (DC), we can use the volume computation to
quantify the portion of the input space that leads to the desired
final decision.

2.1

Given a distribution on the input domain, the probability for the
network to produce a decision D can be formalized as a function of
the activation conditions AC that lead to the decision D (𝐴𝐶 { D).
Assume first that the input distribution is uniform. In this case,
this probability would be the ratio between the volume of the polytope and the size of the input domain 𝑃𝑟 (D) = 𝑉 𝑜𝑙 (𝐴𝐶)/𝑉 𝑜𝑙 (D𝑥 ).
To handle non-uniform input distributions, we follow an approach similar to [2] requiring the input distribution to be discretized in an arbitrarily accurate histogram distribution. A histogram distribution is a map from a partition of the input domain
to a probability value representing the cumulative probability mass
of the element set of the partition. Partitions can be arbitrarily fine,
allowing us to strike a trade-off between the accuracy of the discretization and the computational cost of the probabilistic analysis.
Given a histogram distribution 𝐻 : 𝑠𝑖 → 𝑝𝑖 , mapping a subset of the
Ð
input domain 𝑠𝑖 ⊆ D𝑥 to its probability value 𝑝𝑖 (with 𝑖 𝑠𝑖 = D𝑥
and 𝑖 ≠ 𝑗 =⇒ 𝑠𝑖 ∩ 𝑠 𝑗 = ∅; we assume w.l.o.g. 𝑠𝑖 expressed as a
boolean constraint on x), the probability can be written as:

Path Exploration

The path exploration can be done systematically, as typically performed in symbolic execution, or heuristically, for instance we
can collect the activation conditions from inputs generated from
a user-defined population model. We perform the latter in our experiments. The use of more advanced generation strategies, e.g.,
aiming at maximizing the diversity of the inputs, is orthogonal to
the contributions of this work and left for future investigation.
In general, an exhaustive collection of all the feasible activation
conditions may be infeasible in practice due to the large size of
most realistic neural networks. Our analysis provides an anytime
approach and it gradually improves its results with more paths
explored. Furthermore the analysis is able to precisely quantify how
much of the input space has been covered, providing a measure of
confidence in the results.
When the network is executed on a given input, we compute
for each node the condition on the input values that leads to its
observed state, be that activated or deactivated. Notably, a ReLU
node is activated when an affine function of its inputs evaluates
to a positive value. If activated, it produces as output the value of
the affine function, otherwise, it produces as output 0. Since the
output of each node in the network is a (conditional) analytical
expression of its inputs, the activation condition of a node can
always be expressed as an affine condition on the initial inputs of
the network, resulting in a constraint of the form c · x + 𝑏 > 0
(where x is the input vector, c is a vector of coefficients specific to
the node, and 𝑏 is a scalar bias value). If the node is not activated, its
respective activation condition is naturally of the form c · x + 𝑏 ≤ 0.
Decision conditions. After an input is executed all the way
through the network, the activation condition that accompanies it
is finished with a decision condition (DC), a small set of constraints
that represent the network’s decision in the final layer to output
desired class D. For example, a network with 𝑛 nodes at its output
layer representing 𝑛 possible decisions that selects the greatest
value among its output nodes would have a decision constraint of
Ó
the form 𝑖≠𝑘 𝑜𝑖 > 𝑜𝑘 , for desired class D = 𝑖. Note that given an
AC, we append to it a DC as described earlier for every node of the
output layer even if the original input led to only one of the classes,
thus creating 𝑛 different constraints. In this way we amplify the
effect of the input, by searching for all possible classes within the
input region that satisfy the same activation constraint.

2.2

𝑃𝑟 (D) =

Õ
𝑠𝑖

𝑝𝑖 ·

Õ 𝑉 𝑜𝑙 (𝐴𝐶 ∧ 𝑠𝑖 )
𝑉 𝑜𝑙 (D𝑥 )

(1)

𝐴𝐶 { D

In other words, the complexity of the computation grows linearly
with the size of the support of the histogram distribution. If the
sets 𝑠𝑖 are constructed as boxes (i.e., hyper-rectangles in the input
domain), the computation of their probability reduces to the evaluation of the cumulative distribution function of each input of the
network in the vertices of each box, we adopted this discretization
approach for the evaluation of this work. How to compute an optimal discretization, where the sets 𝑠𝑖 can be arbitrary constraints, is
specific to each input distribution and orthogonal to our approach.
Volume of a polytope. Equation (1) reduces the problem of computing the probability of a network producing a specific decision
D for a given input distribution to the quantification of the volume
of polytopes. A variety of algorithms have been studied for this calculation, including both exact and approximate solutions [3, 5, 10].
Exact solutions. To analyze networks with up to tens of distinct
inputs we can use efficient off-the-shelf implementations of exact volume computation methods [3]. In particular, we adopt the
implementation of Lasserre’s method [15] provided by the Vinci
solver [3]. This method applies directly to the representation of a
polytope as a conjunction of halfplanes. In our experiments, Vinci
required minutes of computation for polytopes defined by up to
200 halfplanes on 5 input variables. More efficient exact methods
can be used after computing the vertices of the polytope explicitly.
However, the number of vertices of a polytope may be exponential in the number of halfplanes, in the worst case, making their
computation expensive for deeper networks, where the number of
halfplanes grows linearly with the number of nodes.
Sound intervals. To analyze networks with a larger number of
nodes, instead of directly computing the exact volume of the resulting polytopes, we compute an arbitrarily small interval guaranteed to contain the exact solution. For this task, we use a set of
branch-and-bound and interval constraint propagation techniques
implemented in Realpaver [9]. Starting from the initial input domain, Realpaver produces a set of boxes whose union is guaranteed
to contain all the solutions of a given set of constraints. The set of

Probabilistic analysis

Each activation pattern discovered during the path exploration can
be seen as the representative of an equivalence class on the input
values satisfying the corresponding activation condition. Such an
activation condition, being the conjunction of affine constraints on
the input, identifies a polytope in R𝑑 , where 𝑑 is the dimension of
the input vector over the Reals.
2
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boxes is iteratively refined to produce tighter approximations of
the solution space, up to an arbitrary target accuracy (or a predefined timeout). The resulting boxes are labeled as either inner or
outer boxes. Inner boxes are guaranteed to contain only solutions.
Outer boxes may instead contain also points that do not satisfy the
constraints (i.e., are outside the polytope). The volume of a box can
be computed efficiently as the product of the lengths of its sides. By
construction, the cumulative volume of the inner boxes is a sound
lower bound of the volume of the polytopes provided as constraint,
while the total cumulative volume of inner and outer boxes is a
sound upper bound of the volume of the polytope.
In our experiments, Realpaver required approximately 12 minutes per problem for problems with over 300 constraints and 5 input
variables, and a time on the order of seconds for similar problems
with only 2 input variables. The number of such problems for a
given experiment ranges depending on how many paths are identified during the exploration phase, but as the calls to Realpaver can
be parallelized, the computation time can be reduced to a scale of
tens of minutes using a larger number of cores.
Approximate solutions. Input spaces with higher dimensionality
may challenge the scalability of our bounding method, requiring
the use of statistical volume estimation methods. While state of the
art statistical methods can scale on high-dimensional polytopes [5],
their results are confidence intervals, which are only probabilistically correct.
We also remark that while in this work we focus on affine activation functions, the method described in this section can be applied
to more complex activation functions, provided the adoption of
suitable methods for quantifying their solution space. If an interval
approximation is acceptable, several nonlinear activation functions
can be analyzed using Realpaver as described before in this section.
Other interval constraint propagation or branch and bound tools
(e.g., Ibex [1]) may support a different set of constraints or perform
more efficiently.
Confidence measures. When the volume of the activation constraints is computed exactly, the probabilistic symbolic analysis
presented in this section produces as a byproduct the quantification
of the volume of each of the activation patterns 𝐴𝐶𝑖 covered during the sampling phase. The ratio between the cumulative volume
of the covered activation patterns and the volume of the valid inÍ
put domain ( 𝑖 𝑉 𝑜𝑙 (𝐴𝐶𝑖 )/𝑉 𝑜𝑙 (D𝑥 )) provides a natural confidence
measure for the result of the analysis, quantifying how much of
the input domain has been covered. If combined with an input
distribution, a straightforward adaptation of Equation (1) allows to
quantify the total probability mass from the input population that
has been accounted for by the analysis.

3

The FAA is exploring an implementation of ACAS-Xu that uses
an array of 45 deep neural networks, from which we selected one
network for our analysis.
The ACAS-Xu network has been the subject of adversarial robustness analysis in the past [8, 14]. In [14], the Reluplex solver
was used to prove local adversarial robustness around randomly
chosen inputs. The network was said to be 𝜖-locally-robust at input
point 𝑥 if for every 𝑥 ′ , s.t. ||𝑥 − 𝑥 ′ ||∞ ≤ 𝜖 the network assigns
the same label for 𝑥 and 𝑥 ′ . For a given 𝜖 the analysis either returns UNSAT indicating robustness, or returns SAT indicating the
presence of an adversary. We employ our analysis to not only determine adversarial robustness with high confidence (when the
desired label has a 100% probability), but also provide insight into
the sensitivity of the network at that point with respect to other
labels (when there is a non-zero distribution of probabilities across
labels). Specifically, given an input 𝑥 and an 𝜖, we generate inputs
from within the region defined by ||𝑥 − 𝑥 ′ || ≤ 𝜖. We then apply
our probabilistic analysis to determine the probability distribution
across all the labels. For the ACAS-Xu network, we only apply the 𝜖
perturbation to the first two dimensions (range and 𝜃 ). This is based
on feedback we received from the domain experts on the ACASXU
application, that inputs can be considered truly adversarial to the
network only if they share the values of the last three dimensions
with nearby correctly classified inputs and only differ in the first
two dimensions.
We took a set of five distinct inputs for each label (for a total
of 25 inputs), relaxed the first two dimensions by 5% (𝜖 = 0.05)
in both directions and generated 10,000 inputs from within that
region. With this input set, we applied our analysis to determine
the distribution of probabilities. We rejected an average of 91% of
these inputs using our technique. This indicates that most of the
inputs followed the same set of paths and that our technique is
able to efficiently identify and process those paths. We appended
decision constraints corresponding to the five different labels to
each path constraint, as described above, to identify the volume
for every label within the region covered by the path. We fed the
resulting path condition set to Realpaver. From this analysis we
obtained the inner and outer boxes corresponding to each path
and label and computed the respective volumes and probabilities
(Section 2).
Table 1 highlights the results of our technique on these inputs.
We display the probabilities obtained based on both the inner
boxes (under-approximation) and the inner+outer boxes (overapproximation) in the “P” columns under each label. The confidence value is calculated as the sum of the probabilities obtained
from the inner boxes for each of the labels. This corresponds to
the total amount of the input space covered by the precise calculation of the probabilities by our technique. We observed that for
some inputs, like most of those with label 0, the network is highly
robust around the input point with high confidence. This is not
always the case: input 2 belonging to label 0 has a 21% and 22%
chance of being mis-classified to labels 1 or 2, respectively. This
gives us an indication of the vulnerability of the network around
these inputs. We also obtain a quantification of this sensitivity and
an identification of the labels that the network may mis-classify to.
The inputs from labels 1, 3, and 4 appeared from our observations
to be more susceptible to adversarial perturbations. However, they

APPLICATION

We applied our technique to perform robustness and sensitivity
analysis for the ACAS-Xu network. ACAS-Xu is a safety-critical
collision avoidance system for unmanned aircraft control [12]. It
receives sensor information regarding the drone (the ownship) and
any nearby intruder drones, and then issues horizontal turning
advisories aimed at preventing collisions.
3
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Table 1: ACASXU 5% Perturbation Probabilities
(10,000 Samples; P: min, max percentages / SP: percentage ± confidence interval, ± 0 when only one label has been sampled)
Label
0
0
0
1
1
1
2
2
3
3
4
4
4

Input #
0
1
2
0
3
4
0
1
0
1
0
1
2

P

Label 0
SP

P

Label 1
SP

P

Label 2
SP

P

SP

P

SP

Confidence
P

98.58, 100
99.13, 100
52.94, 63.70
24.94, 25.26
34.46, 34.97
50.63, 51.62
9.17, 9.28
14.52, 14.67
0, 0
2.13, 2.15
0, 0
0.99, 1.00
3.46e-7, 3.51e-7

100 ± 0
100 ± 0
53.27 ± 0.98
25.15 ± 0.85
34.9 ± 0.93
51.16 ± 0.98
9.18 ± 0.57
14.5 ± 0.69
0±0
2.15 ± 0.28
0±0
1.03 ± 0.20
0±0

0, 0
0, 0
21.64, 22.05
23.68, 24.06
36.54, 37.53
14.31, 14.77
0, 0
0, 0
74.73, 77.56
31.18, 31.66
28.93, 29.33
0, 0
0, 0

0±0
0±0
22.5 ± 0.82
24.97 ± 0.85
37.9 ± 0.95
15.18 ± 0.70
0±0
0±0
77.65 ± 0.82
32.4 ± 0.92
29.76 ± 0.90
0±0
0±0

0, 0
0, 0
22.78, 23.29
26.70, 27.09
0, 0
23.40, 24.39
42.31, 42.89
39.39, 39.87
0.20, 0.25
0, 0
34.10, 34.55
38.59, 39.00
20.17, 20.42

0±0
0±0
23.5 ± 0.83
27.92 ± 0.88
0±0
24.12 ± 0.84
43.67 ± 0.97
40.36 ± 0.96
0.23 ± 0.09
0±0
34.3 ± 0.93
39.68 ± 0.96
21.78 ± 0.81

0, 0
0, 0
0, 0
5.43, 5.60
23.84, 25.02
8.99, 9.14
0, 0
0, 0
17.38, 19.16
57.07, 57.85
10.64, 10.91
8.16, 8.30
18.55, 19.07

0±0
0±0
0±0
6.55 ± 0.48
27.2 ± 0.87
9.54 ± 0.58
0±0
0±0
19.6 ± 0.78
62.56 ± 0.95
11.39 ± 0.62
9.43 ± 0.57
21.06 ± 0.80

0, 0
0, 0
0.69, 0.70
13.14, 13.54
1.03e-03, 1.04e-03
0, 0
41.80, 42.68
40.66, 41.46
2.07, 2.35
2.17, 2.20
23.24, 23.69
48.18, 48.85
52.23, 53.02

0±0
0±0
0.73 ± 0.17
15.41 ± 0.71
0±0
0±0
47.15 ± 0.98
45.14 ± 0.98
2.52 ± 0.31
2.89 ± 0.33
34.55 ± 0.84
49.86 ± 0.98
57.16 ± 0.97

98.58
99.13
98.04
93.90
94.84
97.32
93.28
94.57
94.39
92.55
96.90
95.92
90.95

are not equally likely to be mis-classified to the other labels, indeed,
some examples have targeted robustness against mis-classification
to certain other labels. In a more general pattern, inputs with label
2 appear to have consistent targeted robustness against labels 1 and
3. This is useful information in terms of the network application,
since it means that what should be a “weak right” advisory will
only ever be either “strong right” or “clear of conflict” in the event
of noise within our specified boundary, never advising the drone
to turn entirely the wrong way.
We also performed pure statistical analysis based on the same
10,000 sample set to determine the probabilities for the different
labels for the same set of inputs. Table 1 shows the results in the
“SP” columns under each label. Each probability is shown in terms
of its statistical confidence interval. We observed that the base probabilities obtained from statistical analysis matched those obtained
from our white-box analysis, however, ours are more dependable as
they are based on precise volume calculation. Our analysis also has
the ability to find non-zero probabilities for labels for which the
statistical analysis counterpart finds a probability of zero, indicating
potential adversaries that would be difficult to otherwise discover.
When observed, these probabilities tended to be small. However,
false robustness guarantees of any kind can be a serious issue for
safety-critical applications.
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